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Abstract

Iris biometric systems recognize humans by their iris patterns, without the need of tokens or
knowledge. So far, existing solutions have been limited to cooperative acquisition scenarios,
but the cutting edge of research aims at providing new techniques and mechanisms to allow for
uncooperative and less constraint iris image capture, facilitating iris recognition from surveil-
lance data. When monitoring the behavior of people for security issues automatic identity de-
termination is useful to prevent and prosecute criminal action.

In order to be able to process low quality input samples in real-time, including off-axis, de-
focused, motion-blurred images captured in visible wavelength or near infrared, sophisticated
techniques are needed. This thesis presents the author’s contributions with respect to two areas
targeting the iris biometric surveillance problem: segmentation and comparators.

With respect to segmentation, a new combined face-and-eye detection technique more ro-
bust to changes in image conditions, and faster more robust iris segmentation models reducing
search parameter space for localizing the textural area in the eye are presented. These meth-
ods facilitate the merger of visible wavelength dominated face and near infrared dominated iris
recognition techniques.

While the majority of research in unconstraint iris recognition has concentrated on better
segmentation models, as a new alternative to push forward recognition rates for the presented
application scenario, the author has contributed refined comparators not only improving recog-
nition rates but also exploiting the tradeoff between accuracy and speed for comparison.

Apart from these two main contribution branches also the compression of iris images and
template protection mechanisms for enhanced privacy have been addressed.




Abstract (German)

Irisbiometriesysteme erkennen Menschen aufgrund ihrer Irismuster, ohne die Notwendigkeit
von Token oder Wissen. Bisher waren existierende Losungen limitiert auf kooperative Er-
fassungsszenarien, aber die Forschungsspitze erstrebt die Bereitstellung neuer Techniken und
Mechanismen fiir unkooperative und weniger eingeschrankte Bilderfassung, um Iriserkennung
aus Uberwachungsdaten zu ermdglichen. Bei der Beobachtung des Verhaltens von Leuten aus
Sicherheitsgriinden ist die automatische Identitatsfeststellung niitzlich, um kriminelle Hand-
lungen zu verhindern und zu verfolgen.

Um Eingabebeispiele niedriger Qualitit einschliefllich ausserhalb der optischen Achse aufge-
nommener, defokussierter, bewegungsunscharfer Bilder im sichtbaren oder nahinfraroten Bere-
ich in Echtzeit verarbeiten zu kénnen, sind anspruchsvolle Techniken notwendig. Diese Dok-
torarbeit prasentiert die Beitrdge des Autors beziiglich zweier Gebiete, welche das Irisbiometrie-
Uberwachungsproblem behandeln: Segmentierung und Komparatoren.

Beziiglich Segmentierung werden ein neues kombiniertes Gesicht-und-Auge Detektionsver-
fahren, welches robuster gegen Verdnderungen in Bildkonditionen ist, sowie schnellere und
robustere Irissegmentierungsmodelle vorgestellt, welche den Parameterraum reduzieren um
die texturierte Fliche des Auges zu lokalisieren. Diese Methoden foérdern die Verschmelzung
von sichtbarer Wellenldnge dominierender Gesichts- und Nahinfrarot dominierender Iriserken-
nungstechniken.

Wihrend sich der Grofiteil der Forschung in uneingeschréankter Iriserkennung auf bessere
Segmentierungsmodelle konzentrierte, hat der Autor als neue Alternative Erkennungsraten fiir
das prasentierte Anwendungsszenario zu verbessern verfeinerte Komparatoren beigetragen,
welche nicht nur Erkennungsraten verbessern, sondern auch die Wechselbeziehung zwischen
Genauigkeit und Geschwindigkeit fiir den Vergleich ausnutzen.

Neben diesen beiden Hauptbeitragszweigen wurden auch die Kompression von Irisbildern
und Template-protection Verfahren fiir erhohten Datenschutz untersucht.
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Chapter 1. Introduction

1. Introduction

This cumulative dissertation covers in detail my research work with respect to advanced seg-
mentation and biometric comparators for iris biometric surveillance. According to Jain and
Ross [30] we understand biometrics as the “science of establishing the identity of an individual based
on the physical, chemical or behavioral attributes of the person”. Iris biometrics using patterns of
the iris in human eyes for biometric authentication is a relatively young science, founded by
L. Flom and A. Safir’s concepts [19] and J. Daugman’s realization of the first automated iris
recognition system [13] (see also [57]). Surveillance is the “close observation, especially of a sus-
pected spy or criminal” [43] and in context of this thesis refers to the unattended, possibly un-
cooperative, user-unaware capture of the modality in non-standard environments according
to Wayman'’s [80] classification (see also [58]). This thesis is dedicated to the development of
making iris recognition methods suitable for surveillance purposes, which has been a striving
ongoing task in recent years involving many biometric research groups. Published research
results included in this thesis are dividable into three categories: fundamentals listing surveys
and overview reports with a special focus on iris preprocessing and compression, iris segmenta-
tion being probably the most critical (and difficult) task in iris biometric surveillance presenting
new refined approaches to the eye detection and boundary localization problems, as well as iris
biometric comparators targeting a refined comparison stage capable of tolerating distortions even
more effectively, reducing the amount of comparisons or otherwise improving the comparison
process. The collection of scientific publications reprinted in this thesis presents a recognized
journal and conference articles as well as book chapters and a technical report related to the
topic of the dissertation. Since the author has been involved as co-author in a large monograph
on iris recognition [59], the introductory part of this thesis is realized in form of reprints of the
book chapters [57, 60] introducing the reader to the topic. Whereas [59] also presents a unified
and comprehensive presentation and discussion of content from most papers reprinted in this
thesis, putting results into an even larger context, the author has decided to include the original
research papers in this thesis in order to adhere to formal criteria and protect copyright-related
interests.

The organization of this thesis is as follows: in this introductory chapter, all publications
are discussed in detail, highlighting the authors’ contribution classifying research results and
giving guidance through the thesis. In Chapter 2 publications are listed in thematically sorted
form. Chapter 3 concludes the work.

1.1. Fundamentals

Chapter [57] briefly introduces the human iris as a biometric identifier by giving a presentation
of iris anatomy (see also [20]) and an overview of the historic milestones (most importantly, [19,
13]) in the short two decades of history in iris recognition. Furthermore, this chapter especially
strives for giving detailed information on the distinctive properties of the iris making it an
outstanding biometric modality when it comes to identification: high uniqueness, stability over
years, and good collectability being a well protected internal organ.

In [60] the reader is introduced to the principle of operation of iris biometric systems cover-
ing in detail individual modules in the iris biometric processing chain. Different types of iris
acquisition cameras following the classification in [79] are presented, with a strong focus on
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new surveillance-based stand-off portal (e.g., [66]) and hand-held (e.g., [35]) techniques, dis-
cussing the critical role of wavelength in the capture process. This chapter also reviews feature
extraction techniques and introduces the reader to Hamming Distance (HD) based comparison
in the two different verification and identification operation modes. Finally, typical performance
measures of biometric systems are discussed.

In chapter [58] a systematic presentation of the state-of-the-art in iris recognition up to the
year 2012 with respect to databases, performance challenges, literature, reference software,
recognition performance, deployments and open issues is given. This chapter contributes to
existing work in summarizing a large variety of different resources. Until now, reviews of
the state-of-the-art in iris recognition have been rather dispersed in several different first-class
studies (ITIRT [75], Daugman’s UAE study [15], IRIS06 [2], IREX I-III [22, 67, 21]), in heteroge-
neous reference monographs [29, 37, 7], and also a variety of important single references (e.g.,
[12, 81, 14, 16]) or surveying articles reflecting the state-of-the-art at the time of release [5, 6].

Chapter [61] is a critical analysis of segmentation techniques with respect to more challenging
recording conditions covering the large variety of different proposed techniques up to release
including a systematic classification of approaches. In contrast to the well-known survey [5] it
is solely dedicated to iris segmentation techniques covering also more recent approaches. The
chapter distinguishes itself from [44, 45] in focusing not only on visible wavelength methods
but on a broader range of techniques and from [46] in more exhaustively presenting different
methods focusing on a presentation of the approaches rather than reported error rates (which
are often hard to compare reliably, as some techniques have been found to be tuned to specific
sensors or datasets [73]).

In particular for surveillance scenarios, where usually very large amounts of data have to
be stored, compression of biometric data (as specified in ISO/IEC FDIS 19794-6) is a valuable
means to reduce transmission and storage cost of images/videos, but may affect both, seg-
mentation and recognition accuracy. Technical report [55] analyzes in detail the application of
compression at various different stages in the iris biometric processing chain, i.e. at image ac-
quisition, after segmentation using an ROI-encoded version, and after normalization using iris
textures in “Faberge coordinates” [14]. This work augments existing studies [48, 28, 17] with
respect to a systematic evaluation of application scenarios and highlights the critical role of
segmentation in the processing chain.

Publications (sorted chronologically)

[57] C. Rathgeb, A. Uhl, and P. Wild. Iris Recognition: From Segmentation to Template Security,
chapter 1 (The Human Iris as a Biometric Identifier), pages 3-6. Advances in Information
Security. Springer, New York, 2012. To appear

[60] C. Rathgeb, A. Uhl, and P. Wild. Iris Recognition: From Segmentation to Template Secu-
rity, chapter 2 (Iris Biometric Processing), pages 7-19. Advances in Information Security.
Springer, New York, 2012. To appear

[58] C. Rathgeb, A. Uhl, and P. Wild. Iris Recognition: From Segmentation to Template Security,
chapter 3 (State-of-the-Art in Iris Biometrics), pages 21-36. Advances in Information Se-
curity. Springer, New York, 2012. To appear

[61] C. Rathgeb, A. Uhl, and P. Wild. Iris Recognition: From Segmentation to Template Security,
chapter 5 (Iris Segmentation Methodologies), pages 49-72. Advances in Information Se-
curity. Springer, New York, 2012. To appear
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[55] C. Rathgeb, A. Uhl, and P. Wild. Evaluating the Impact of Iris Image Compression on Seg-
mentation and Recognition Accuracy. Technical Report 2012-05, University of Salzburg,
Department of Computer Sciences, 10 pages, July, 2012

1.2. Iris Segmentation

Not only compression, but also other quality degrading factors like uneven illumination, mo-
tion blur or defocus, as well as violations of quality assuring recording conditions, e.g. on-axis
images, no eyeglasses, or assumptions on the recording wavelength (NIR versus VW), make
segmentation the most challenging problem in iris recognition from surveillance data, sup-
ported by claims in [44] and also challenges [42, 65]. Therefore the segmentation problem is
at the heart of iris biometric surveillance and has been thoroughly investigated. Contributive
results of the author have concentrated on two problems: (1) reliable detection of eyes in facial
images and (2) robust iris segmentation from challenging images adhering to the following con-
straints: (1) aiming at parameterless methods avoiding database-specific tuning; (2) real-time
methods and; (3) methods able to solve the segmentation problem for both, near infrared (NIR)
and visible wavelength (VW) data to support a merger and co-operation of traditional VW-
operating surveillance-type cameras and specialized NIR-operating access control cameras.

Regarding the first problem of reliable detection of eyes in facial images regardless of the em-
ployed image type, [71] presents a new method enhancing individual detectors by employing
Gaussians to learn a face model of detection responses of individual detectors. Existing (and
potentially improving) single detectors dedicated to specific image types may be combined in
a very generic way improving common detection capabilities by fusing the result not in a cas-
caded (as in AdaBoost [76, 77] or multi-stage facial feature detection [11]), but in parallel manner
allowing for any type of face or face-part detector.

Having detected single eyes as face-parts, segmentation is the task of localizing inner (pupil-
lary) and outer (limbic) boundaries in order to normalize iris images (intensity values are trans-
formed into a doubly-dimensionless coordinate system proposed by Daugman [14] in order
to tolerate pupil dilation). Since the dislocation of irides is able to cause mapping distortions
which can hardly be corrected at later stages in the processing chain, this task is critical, espe-
cially for surveillance-type imagery, and usually quite time-consuming (in the literature, some
proposed techniques require several seconds of processing time per image [44]). The papers
[73, 72] target this problem by optimizing an iterative circular Hough Transform approach pro-
posed initially by Cauchie et al. [8] following the idea of seeking a center point of multiple con-
centric rings by avoiding the search of a particular radius. The initially found center point may
be used to simplify the segmentation problem by breaking it up into two stages, initial center
detection and sequential boundary detection, assisting the localization of the second boundary
by exploiting information of the localization result of the first curve. While [73] follows an ap-
proach based on a newly proposed Ellipsopolar transform (which is a modified polar transform
mapping boundary-concentric ellipses to axis-parallel lines), [72] employs k-means clustering,
Fourier-based trigonometry [17] and Pulling-and-Pushing [23] in the proposed multi-stage seg-
mentation framework targeted at NIR and VW iris segmentation.

Publications (sorted chronologically)

[73] A.Uhl and P. Wild. Weighted Adaptive Hough and Ellipsopolar Transforms for Real-time
Iris Segmentation. In Proceedings of the 5th International Conference on Biometrics (ICB'12), 8
pages, New Delhi, India, March 29-April 1, 2012. IEEE
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[71] A. Uhl and P. Wild. Combining Face with Face-Part Detectors under Gaussian Assump-
tion. In A. Campilho and M. Kamel, editors, Proceedings of the 9th International Conference
on Image Analysis and Recognition (ICIAR’12), volume 7325 of LNCS, pages 80-89, Aveiro,
Portugal, June 25-27, 2012. Springer. doi: 10.1007/978-3-642-31298-4_10

[72] A.Uhl and P. Wild. Multi-stage Visible Wavelength and Near Infrared Iris Segmentation
Framework. In A. Campilho and M. Kamel, editors, Proceedings of the 9th International
Conference on Image Analysis and Recognition (ICIAR’12), volume 7325 of LNCS, pages 1-10,
Aveiro, Portugal, June 25-27, 2012. Springer. doi: 10.1007/978-3-642-31298-4_1

1.3. Biometric Comparators

Having access to a normalized iris image, the feature extraction module generates a compact
representation of the biometric signal (template), typically in binary form (iris-code). Tradi-
tional iris biometric systems employ the fractional HD at several different offsets (shifts) for
comparison, in order to account for rotational variance and resulting misalignment (see [60]).
As a completely different approach to target more challenging surveillance-type imagery (and
the alignment problem during comparison), new iris biometric comparators have been intro-
duced and assessed as part of this work. While commonly neglected in iris biometric systems
so far [5], since the HD as proposed by Daugman facilitates fast and easily parallelizable com-
parison of binary templates, more sophisticated matching techniques yield a tradeoff between
speed and accuracy, which can be exploited to (1) speed-up identification (screening) by fast
rejection of unlikely matches [33, 50]; (2) achieve better alignment allowing for non-linear de-
formations at the cost of additional processing time [70]; (3) exploit even more information in
the matching process by keeping track of not only the minimum HD over several bit shifts but
also the maximum HD [54] or fitting a distribution to all obtained distances [56]; (4) combine
multiple algorithms in a multi-algorithm fusion scenario achieving higher accuracy than each
individual algorithm without the common drawbacks of increased template size or additional
matching time [68, 52] and; (5) protect templates binding cryptographic keys based on bit relia-
bility strengthening error correction capacities [53] compared to traditional fuzzy commitment
schemes [32]. Augmenting these considerations, also the application of comparators on raw
biometric data (ISO/IEC FDIS 19794-6) as well as normalized iris textures using common im-
age quality metrics has been investigated, yielding a prospective application and knowledge-
transfer between both research communities [25, 24]. These comparators may be classified as
alignment-optimized, reliability-based, fusion-based and Image domain comparators.

1.3.1. Alignment-optimized Comparators

Alignment-optimized comparators concentrate on permitting higher degrees of freedom during
the alignment process and/or exploit additional similarity information of binary iris-codes in
order to be able to more robustly tolerate inaccurate segmentation or less restrictive recording
conditions (off-axis, on-the-move images). Following [9, 10] assessing different binary vector
similarity metrics, the folowing three comparators have been proposed.

The Levenshtein Distance (LD) [36] is a widely known distance measure, which can easily
be computed using dynamic programming techniques [40]. In [70] a constrained version of
the LD is proposed giving an upper limit on local misalignment - a rather typical and useful
assumption for iris images (it is e.g., unlikely, that the iris image is rotated by more than 45
degrees) - in order to reduce the computational overhead. Theoretical considerations prove,
that under the modifications given, the resulting algorithm lies in the same complexity class as
HD with O(n - s) time and O(n + s) space requirements, where n refers to the number of bits


http://dx.doi.org/10.1007/978-3-642-31298-4_10
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and s to the number of bit shifts. Empirical tests show rather small constants (on average 4-5
times slower).

Shifting score fusion [54] combines traditional minimum HD and maximum HD as a measure
of systematic error in the alignment of genuine iris-code pairs. In contrast to other approaches
[70, 52] this comes at almost no additional processing overhead and may easily be integrated
into every HD-based comparator.

Following the idea in [54] of using more than just the best (minimum) HD score in the align-
ment process seeking for an optimal shift position, [56] uses even more information. In this
case, the entire series of comparison scores is used to fit a Gaussian distribution (which is likely
to represent an alignment over different bit-shifts in case of genuine pairs, since comparison
scores typically improve until an optimal alignment). By combining the fitting with traditional
minimum HD even higher accuracy can be achieved.

Publications (sorted chronologically)

[70] A.Uhl and P. Wild. Enhancing Iris Matching Using Levenshtein Distance with Alignment
Constraints. In G. Bebis et al., editors, Proceedings of the 6th International Symposium on
Advances in Visual Computing (ISVC’10), volume 6453 of LNCS, pages 469479, Las Vegas,
NV, USA, November 29-December 1, 2010. Springer. doi: 10.1007/978-3-642-17289-2_45

[54] C. Rathgeb, A. Uhl, and P. Wild. Shifting Score Fusion: On Exploiting Shifting Variation in
Iris Recognition. In Proceedings of the 26th ACM Symposium On Applied Computing (SAC’11),
pages 3-7, TaiChung, Taiwan, March 21-24, 2011. ACM. doi: 10.1145/1982185.1982187

[56] C. Rathgeb, A. Uhl, and P. Wild. Iris-Biometric Comparators: Exploiting Comparison
Scores towards an Optimal Alignment under Gaussian Assumption. In Proceedings of
the 5th International Conference on Biometrics (ICB'12), 6 pages, New Delhi, India, March
29-April 1, 2012. IEEE

1.3.2. Reliability-based Comparison

Reliability-based comparators make use of a discovery of Hollingsworth et al. [26] in iris code
bits not being uniformly distributed. By selecting user-specific “reliable” bits only, the accuracy
of a biometric system can be increased. In contast to [26, 83] the proposed approaches [50,
53] do not rely on user-specific reliability masks, but employ global reliability. While at a first
glance, this may be counter-productive, since noise masks should already capture “fragile”
positions, indeed this approach has several benefits: (1) already very few bits (less than 10
percent) suffice, to get a rather good predictor of the final comparison score (which is not the
case for noise masks, usually masking only small parts of an iris texture); (2) the approach
makes noise masks preventible, which can save storage and processing time - permitting for
more efficient comparison especially for large scale applications; (3) especially for surveillance-
type imagery with likely occurring segmentation errors it may be desirable to be even more
independent of noise masks.

In [50], for acceleration of biometric identification reliability masks are used to reject unlikely
matches after having compared the most reliable parts of iris-codes. This technique is essen-
tially a pre-screening approach, which in contrast to existing approaches [47, 82] does not relate
to a specific number of pre-screening classes. For the target application of iris-biometric surveil-
lance, such a comparator may be useful to quickly check for suspects in case there are huge
amounts of samples (e.g. frames in video) and a large database the seeked identity is contained
in, but only limited amounts of processing capabilities are available.


http://dx.doi.org/10.1007/978-3-642-17289-2_45
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In contrast to classical biometric comparators, fuzzy commitment schemes (FCS) bind a cryp-
tographic key to an iris-code. This way, biometric templates can be protected, which is useful
in case biometric data is compromised (e.g., when stored on smart-card and the smart-card is
stolen). Especially for the target application of biometric recognition at ATMs, a protection of
templates stored on smart-cards is necessary to preserve privacy interests. Based on Juels and
Wattenberg’s framework [32], the comparator in [53] uses bit-reliability to re-arrange iris-codes
of two different feature extraction algorithms in a FCS, in order to apply error correction capa-
bilities more effectively (distributing reliable bits over the entire code).

Publications (sorted chronologically)

[50] C. Rathgeb, A. Uhl, and P. Wild. Incremental Iris Recognition: A Single-algorithm Serial
Fusion Strategy to Optimize Time Complexity. In Proceedings of the IEEE 4th International
Conference on Biometrics: Theory, Applications, and Systems (BTAS’10), 6 pages, Washington,
DC, USA, September 27-29, 2010. IEEE. doi: 10.1109/BTAS.2010.5634475

[53] C. Rathgeb, A. Uhl, and P. Wild. Reliability-balanced Feature Level Fusion for Fuzzy
Commitment Scheme. In Proceedings of the 1st International Joint Conference on Biomet-
rics (IJCB’11), 7 pages, Washington, DC, USA, October 10-13, 2011. IEEE. doi: 10.1109/
IJCB.2011.6117535

1.3.3. Comparators in the Image Domain

Biometric recognition from surveillance-type imagery is very challenging. For this reason, it is
useful to avoid any information loss during the feature extraction process. In the typical iris
biometric processing chain [60], feature extraction techniques are applied to simplify the com-
parison task and remove all “noise” from the captured biometric data, which can not be used
for recognition. However, there is no “ideal” feature extraction technique available (otherwise
comparison would be rather trivial, checking for equality). In some cases (e.g., forensic appli-
cation) fast comparison may not be a main objective.

In [25] image quality metrics are applied directly to iris images as well as normalized iris tex-
tures. While traditional techniques like image metrics can not yet outperform classical feature
vector-based techniques, results perform even better than expected using normalized input and
are a prospective means for future forensic comparators operating in image domain, permitting
a knowledge-transfer between quality metrics and biometric comparators and vice-versa (e.g.
by obtaining insights why specific metrics perform better than others).

Image quality metrics can also successfully be combined as well as fused with classical bio-
metric comparators, improving the total accuracy. Results in [24] illustrate the applicability of
this approach. Nevertheless, experiments also highlight, that biometric fusion does not nec-
essarily improve recognition (an effect claimed and proven by several authors [63]), and that
comparators should assess complementary information to benefit from increased accuracy. This
combination of biometric comparators may also be classified as a fusion-based technique.
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[24] H. Hofbauer, C. Rathgeb, A. Uhl, and P. Wild. Image Metric-based Biometric Comparators:
A Supplement to Feature Vector-based Hamming Distance? In Proceedings of the IEEE
International Conference of the Biometrics Special Interest Group (BIOSIG'12), volume 196 of
LNI, 5 pages, Darmstadt, Germany, September 6-7, 2012. GL. To appear

1.3.4. Fusion-based Approaches

Fusion-based comparators combine multiple comparators in order to achieve even higher accu-
racy. Comparators may operate on the same or different templates (feature vectors), thus rep-
resent multi-comparator or multi-(feature extractor-)algorithm fusion. While also multi-sensor,
multi-sample, multi-biometric or multi-instance fusion scenarios are possible [63], the follow-
ing comparators target the first two scenarios. The distinction between fusion-based and other
presented comparators is not sharp, e.g. [24, 53, 54, 56] also incorporate fusion-based elements,
but have been introduced in the respective sections.

Typically, fusion comes at additional processing and storage overhead. In [69] several dif-
ferent types of fusion rules in parallel and serial mode are evaluated (using scores from a
hand-based biometric system), including a weighted assessment taking different strengths of
comparators into consideration.

However, fusion schemes may optimize both, recognition accuracy and processing require-
ments at the same time: in [68], which has been the pioneering work to this type of compara-
tors, especially [50, 33, 52], a new serial classifier combination technique is proposed, which
does not only reduce potentially matching candidates at each stage, but accumulates compari-
son information. Borda count, highest rank and score sum are employed as rules in the serial
combination process [64] and compared to parallel techniques. By defining the sequential order
of comparators and the fixed dimensionality of each comparator a serial combination can be
tuned to specific needs. While the comparator has been evaluated for scores from a hand-based
biometric system, the framework may be applied to any type of comparison scores.

After generic considerations in [69, 68] serial combinations in [33] specifically target iris recog-
nition schemes. By employing rotation-invariant pre-selection using a fast technique [18] and
more accurate, but costly classical matching techniques [39] performing rotational alignment
via bit shifts, at comparable accuracy large amounts of processing time can be saved.

In [52] not only processing time but also the increased template size is targeted: multiple clas-
sical feature extraction techniques are combined building a strong template of most consistent
bits, following the technique in [50]. Again, a multi-biometric scheme performing better than
each single technique at even less processing time and storage is obtained.

Paper [51] surveys iris-code based comparators including proposed techniques and combines
bit-reliability based [49] techniques and shifting score fusion [54] to achieve an even better trade-
off between accuracy and computational demands (storage and cpu time).
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3. Conclusion

Iris biometrics has been an active research field in recent years [6] and is considered a key
biometric technology capable of large-scale deployment, see its current application in India’s
Aadhaar project [74]. While iris recognition technologies have been shown to work well in suf-
ficiently constrained environments [79, 5], their application in surveillance scenarios is still a
challenging task requiring the interplay of all modules in the iris biometric processing chain
[60]: (1) image acquisition requires sufficiently high resolution to provide at least 100 pixels
iris diameter (as required per ISO/IEC 19794-6 quality “low”), reliable auto-focus permitting
large capture volumes (depth-of-field), and fair illumination without causing too many reflec-
tive spots in eye images precluding the extraction of texture information at the respective loca-
tions; (2) image preprocessing capabilities including reliable eye detection, iris segmentation and
normalization techniques tolerating most of the variability (off-axis iris images, motion blur, de-
focus, VW versus NIR); (3) feature extraction being both fast and accurate for real-time extraction
of stable properties usable for identification and; (4) comparison, which should ideally be even
more tolerant with respect to segmentation inaccuracies and other quality degrading factors.
This thesis has concentrated and presented contributions with respect to modules (2) and (4).
The following sections discuss these contributions and remaining issues and challenges in more
detail.

3.1. Author’s Contribution

This section comprehensively discusses the key results of this thesis. The main contributions of
this work with respect to iris segmentation are:

1. asurvey of iris segmentation techniques [61], as well as an application-specific evaluation
of the impact of compression on iris segmentation and accuracy [55];

2. anew multi-stage iris segmentation framework [72] based on a refined version of [8], with
two reference implementations: WAHET [73] (Weighted Adaptive Hough and Ellipsopo-
lar Transforms), and IFPP [72] (Iterative Fourier-based Pulling and Pushing);

3. anovel fast combination technique of face and face-part detectors [71] able to operate on
NIR (tested on CASIA.v4-Distance) as well as VW data (tested on Yale-B database).

With respect to contribution (1) it turned out, that a variety of iris segmentation approaches
exist, which typically follow Daugman’s normalization model [14] and focus on either prepro-
cessing, boundary localization or postprocessing techniques. Experiments [73, 72, 55] yielded a
very critical role of the boundary localization sub-task with respect to segmentation errors. Ap-
proaches are analyzed in classes based on refinements of the Integro-differential operator [14],
Hough transform [81], active contours [62, 1], model-fitting and polar techniques [61]. Only
few techniques satisfactory fulfill all three quality criteria of segmentation (accuracy, usability
and speed [61]). From the three considered compression scenarios (compression of the original
image, ROI-compression after segmentation, and compression after normalization), a tradeoff
between effectiveness (most effective for original images) and the impact on segmentation has
been found (with compression standard JPEG-2000 delivering the best experimental results be-
fore JPEG and JPEG-XR). Claimed denoising capabilities of slight compression even assisting in
the segmentation process as raised in [27, 17], have been confirmed.
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Contribution (2) consists of two methods explicitly targeting all three quality criteria: WA-
HET is based on the sequential extraction of iris boundaries assisting the less pronounced
boundary (typically limbic in case of NIR and pupillary in case of VW) by employing an el-
lipsopolar transform. Results comparing the proposed method with classical circular Hough
transform and active contour based techniques highlighted the problem of database-specific op-
timizations [73]. This result confirms claims in [44] that heterogeneous NIR and VW processing
is still not a completely solved problem (with many approaches employing not interdependent
[60], but fixed-order boundary localization). The proposed method [73] outperformed the open
source OSIRIS [34] tool on tested datasets (1.2% EER vs. 16.4% EER on Casia-I, 4.36% EER vs.
14.89% EER on Casia-L, 12.9% EER vs. 15.45% EER on ND) as well as contrast-adapted Hough
transform based segmentation (except for Casia-I the method was tuned for) needing a frac-
tion of processing time of classical techniques (0.21-0.26 seconds processing time per image vs.
3.46-6.27 seconds for OSIRIS), and will soon be available online (see [58]) as a donation to the
scientific community. Also IFPP based on a repeated application of Fourier-based trigonometry
and pulling and pushing methods showed more robustness against changes in the underlying
recording conditions, albeit recognition rates were not as high as for WAHET.

By combining limited detection capabilities of individual detectors, contribution (3) is a tech-
nique taking spatial relationships of detection responses (i.e., prior knowledge) into account,
which in contrast to cascaded techniques [77] is able to reduce also false negatives. Results with
respect to detection rate (DR) illustrate, that not only a more robust detector is obtained (96.4 %
DR versus 65.8% DR for the single detector and 14.6% DR for the nested detector on CASIA.v4-
Distance, 99.2% DR versus 97.6% DR and 87.3% DR on Yale-B, respectively), but also processing
time overhead for the exhaustive test is negligible in case detectors provide reasonable accuracy
[71].

Main contributions with respect to biometric comparators as an alternative to the widely
employed HD for comparison are:

4. the proposal of alignment-optimized comparators [70, 54, 56] exploiting even more infor-
mation during the alignment process, thus yielding higher accuracy;

5. an investigation of serial comparison schemes [68, 33, 50] yielding several techniques
speeding up the comparison in identification mode;

6. the introduction of a bit-reliability based multi-algorithm fuzzy commitment scheme [53]
for enhanced privacy of biometric templates;

7. the application of comparators in the image domain [25, 24] as a means to increase recog-
nition accuracy when combined with traditional techniques;

8. the combination (fusion) of proposed techniques to further enhance comparison [51].

By providing numerous new biometric comparators, ranging from simple improvements [54]
requiring only few additional calculations to sophisticated techniques exploiting bit-reliability
and early rejection [50], comparators can be chosen according to application-specific demands.
Especially the constrained Levenshtein Distance (LD) comparator [70] delivered excellent com-
parison performance tolerating non-linear distortions on the challenging ICE dataset (4.96%
EER versus 8.6% EER for standard HD-based comparison using Ma’s feature extraction [38]),
thus seems to be ideally suited for surveillance-type images. In case fast comparison (con-
strained LD needs 4-5 times more processing time) is required, e.g. for video-based identifi-
cation, [54, 56] are comparators requiring only little modifications to existing HD-based com-
parators delivering higher accuracy, especially for high security applications with requested
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low false accepts (1.94% ZeroFMR vs. 4.87% ZeroFMR for HD using Ma in case of sifting score
fusion [54], 95.56% GAR at 0.01% FAR vs. 91.74% GAR for HD using Masek in case of Gaussian
score fitting combined with HD).

Evaluations related to contribution (5) have shown, that by learning global reliability masks,
unseen iris-codes can be re-arranged concentrating more reliable bits at early positions (i.e.
constituting an alternative to noise masks), and that an incremental computation of resorted
iris-codes (according to bit-reliability) can save huge amounts of processing time at almost no
degradations in performance (bit-comparisons can be reduced to less than 5% of comparisons
at almost the same accuracy) [50]. Furthermore, results in [50] have shown, that a random
permutation of bits can already increase partial matching accuracy (in case no training data
for reliability masks is available). As an alternative approach for speeded-up identification
[33] has proposed pre-screening using rotation-invariant features [18], which could save 70-
80% of computational time in tested configuration at almost the same accuracy. This technique
is based on considerations in [68] comparing parallel and serial approaches and investigating
multi-biometric pre-screening techniques with the aim of getting higher accuracy without the
drawback of increased comparison time.

Contribution (6) proposed a reliability-balanced feature level fusion technique for an FCS
balancing the average reliability of the template, thus increasing the effectiveness (5.56% FRR
versus 10.97% FRR at FAR < 0.01 for the ordered version) of the underlying error-correction
code [53]. Again, random permutations were shown to be better than the original ordering of
bits.

With respect to the application of image quality metrics in image domain in contribution (7)
it has been shown, that contradicting to common belief that original images exhibit too much
degrees of freedom to be used directly for iris recognition standard quality metrics are usable in
the recognition process. Albeit not as accurate as classical feature-vector based techniques met-
rics tracking structural similarity (SS5IM), local edge gradients (LEG), image contours (NICE) or
even rather simple approaches like peak signal-to-noise ratio (PSNR) are useful, especially in
case of processing normalized images, e.g., as predictors or additional classifiers to be combined
with traditional techniques. The latter use is evaluated even more exhaustively in [24] identify-
ing LFBVS+VIF (1.86% EER) as the best metric-metric combination and Ma+LEG (1.32% EER)
as the best iris-code-metric combination (compared to 1.43% EER for Ma, 1.77% EER for Masek
only).

Finally, contribution (8) refers to the application of fusion techniques to combine some of the
proposed techniques, in particular the idea of user-specific reliable bits [49] and shifting score
fusion [54], which turned out to further increase performance (97.77% GAR at 0.01% FAR versus
96.35% GAR for Masek).

While a direct comparison of comparators due to different focus (e.g., the constrained Lev-
enshtein comparator unfolds its full potential not until sufficiently large maximum offsets are
specified) is a difficult task, [59] lists further results for presented comparators employing a
common experimental setup for comparators targeting similar scenarios.

3.2. Issues and Challenges

Summarizing this thesis, the author has contributed novel approaches with respect to two ma-
jor factors in iris biometric surveillance: new advanced segmentation algorithms and biometric
comparators. While these two modules are not the only relevant factors, segmentation has
been shown to be one of the key problems to be solved for successful application of biometric
methods in surveillance [44, 70, 73, 71, 72]. However, apart from the segmentation problem
being critical for the automated online recognition task (e.g., verification for cash withdrawals
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at ATMs or online covert negative identification against a watch-list of suspects), there are also
offline forensic applications (e.g., offline analysis of surveillance data for identification of sus-
pects in case of fraud) requiring the exploit of every bit of information present in the underlying
data. For the latter case enhanced biometric comparators trying to tolerate segmentation errors,
enhancing comparison speed and increasing accuracy seem to be a rather good method to target
challenges in the field.

Apart from the issues targeted in this thesis, of course iris biometric surveillance raises a
few other questions to be addressed, e.g., the optimization of image capture conditions and
selection of hardware solving the problems of quick focal assessment and illumination of the
scenery without violating the covert acquisition constraints. New techniques like digital light
field photography [41] permitting a post-capture solution of the focus problem in photography,
or the constantly growing resolution of cameras dropping in price are opening new possibili-
ties, which can and should be exploited for iris-biometric surveillance in the future. Finally, also
enforced standardization, like the standard on “Biometric Data Interchange Formats” (ISO/IEC
FDIS 19794-6) or ongoing “Biometric Sample Quality Standard” (ISO/IEC CD 29794-6), allevi-
ate modularized systems with exchangeable modules. Also long-term iris stability is an active
research topic [4, 3], which should be addressed in the realm of biometric evidence for foren-
sic investigation from surveillance data. Finally, the interplay of face, iris and periocular bio-
metrics is being studied by researchers [78, 31], which may lead to even more tightly coupled
integrated systems in the future. With the recent rise of periocular biometrics a merger of face
and iris biometrics techniques is to be expected, which also constituted the realm of the project
BioSurveillance “Single-sensor biometric surveillance combining iris and face”, this dissertation
originated from.
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